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Special Points of Interest:

What is the question?

How many calls did
the Helpdesk handle
during 2009 spring
semester?

For help you may
call ext. 7800.




Moving to a Culture of Security
by Gina Rose
How does e -mail work anyway?

EE—mail functions much like postal mail (often referred to as snail mail). A letter journeys its way
from post office to post office until it finds the final destinatiormgil does the same by traveling from mail
server to mail server. The mail server works in conjunction with other programs to make up what is

sometimes referred to as a messaging system. A messaging system includes all the applications necesg
keep email moving as it should.

When you send an-enail message, yourmail program, such as Outlook or Eudora, forwards the message

to your mail server, which in turn forwards it either to another mail server or to a holding area on the same

server called anessage stotreo be f orwarded | ater. The route |
and probably dondt really <care. | t wo dvoite;itappea
magically appearnmnsaiiln boixe. addkdaviedesdhe taliingatmeit mail user
agents, mail transfer agents, mail delivery agents, SMPT, POP3, port 25 or 110, or any of that stuff.

This a simple deplction of an email path.

The wonders of EMAIL: There are many other elements neaded to
Speed actually complete the path.

Cost effactive

Convenient

Assessable

Send attachmen: \"‘)\ ( /<i

e
— =T

g
;

2™

o\.\“‘g‘

anc

M
ure e G
O
e

pers
5 BV
a “d\[\“.\

AmCamn F=>F

YOI

Email may travel outside our network
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Email may travel inside our network
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Rerninder: Don't open attachments that
YOUu are not sure cotme from a trusted source
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E-mail Dangers -What are Some of The Risks?

Scams, bad attachments, phishing, spoofing, forgeailespam, viruses, and hoaxes all have something in
common- an air of snake oil.

If you have never received ameail from a widow in Nigeria asking you to help her get millions of dollars

out of the country, you are in the minority. The scam offers to pay you for your help and all you have to dp

is give them your bank account information. After that instead of money transferring into your account it
|l eaves your account. They may even ask you for
s Youdve Won sTchaem,L ocatntde ryyobu di dndt even buy a ti

There are no random enail lotteriesd DO NOT provide any personal information

1 E-mail Spoofing 9 This form of spoofing is sending a fakenail header so that the-eail
appears to come from someone other than the actual source. The message may seem to be
legitimate although it is not. (IP spoofing is faking the internet protocol address to gain access
appearing to be a trusted IP. The IP address is the unique number that devices use to identify
communicate with each other.)

1 Phishing 8 Phishing may be considered a form of social engineering since the perpetrator is
fishing for private information by falsely claiming to be a legitimate enterprise. Commonly, this
happens at a malicious website (that looks authentic) or
e-mail that asks for private data (passwords, social
security number, and account numbers) to be upda
or confirmed. It is data that we would expect the
legitimate business would already possess. The pri
data then may be used for unauthorized access to
accounts or identity theft. Always verify the legitimacy of
anyone requesting this type of data.

d T will NEVER ask for your
login, password, or any

8le  confidential information!!!

1 Spam 0 Spam is electronic junk mail or any unsolicited, unwantetad, generally used for
advertising a product. It is annoying and can clutter up your inbox very quickly. (Spim is a
derivative of spand its target is instant messaging.)

1 Viruses 0 A virus is a code that attaches itself to a hosts (program or file) and is transferred frgm

computer to computer with the transfer of the hosts, similar to a virus in humans. It cannot
execute by itself. It requires some interaction from user such as opening the file or running the
program to which it is attached. Sharing infected files and senehmagjle with viruses is a

common way for the virus to spreafo not open an e -mail attachment anddo not click on a
linkin an email that you are not confident is from a trusted source.

1 Hoax d An e-mail hoax may not do damage to your computer system or steal your money, but
does waste your time and interfere with necessary communications. There are a lot of urban

legends, myths or hoaxes on the internet. The main intent is to spread fear and generate a flogd

ofemai |l s. 1t may warn of a threat that does
happen. Often they will ask you in the msg
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Reduce E-mall Risks

It can't hurt to open one little
attachment, can it?...

Understand the risks involved withmail

attachments. Opening an infected attachment can
be like opening the electronic version of o
Pandorads Box. =

Trust but verify: If you receive something that you (‘; }5
are not expecting, verify the sender. ._ '

Be wary of clicking on links inmails. / \ \ /] N ?aﬂgﬁ‘e‘
N
Keep antivirus software up to date. \ /)\(

E-mail Etiquette Tips

1 Common courtesy is always welcomed in written communication and helps to promuotay?
communication.

1 Assume the good intentions and competence of the sender.

1 Avoid offensive language of any kind. Ushmgedl to harass others in a sexual, racial, or other
manner violates civil rights laws.

1 Avoid flaming or the expression of extreme emotion or opinion in amail message. You will
alienate your reader, possibly generate ill feelings, and negatively impact work productivity.

1 Do not capitalize whole words that are not titles. Capitalizing is generally interpreted as
SHOUTING to your reader.

1 Without faceto-face communication, attempts at humor, irony, sarcasm, and wit are often
misinterpreted. Some may view your joke as criticism.

1 Take the time to proof your message. Use spell check.

1 Avoid attaching unnecessary files.

1 Use request delivery and read receipt sparingly. Why not ask for a response from your readef
within your email message?

Billions of messages are sent everyday worldwitlee wonders of e -mail include : speed, convenience,
accessibility, cost effectiveness, and the ability to send attachments. Not only can you send text, but you
send graphics, video, or sound files through the computer or other smart devices like your phone.
However, email does not convey emotions like a faoeface or telephone conversations can. The reader
may have trouble deciphering if you are serious or kidding. Once you sendrttnelgeit will take on a life of
its own. Pause before you hit the send button.
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Technology nformation Provides Support

by Shawna Dean
Data Tip:

Need Data, Need Access? When in doubt, fill one out!

1. For basic data requests, please submit a Research Request Form (RRF) to the appropriate Director of ResearcH
Planning.

2. For more complex data/programming requests, please submit a Programming Prioritization Committee (PPC)
Request Form. If your request to Research requires assistance from IT, a PPC form will be completed on your
behalf.

3. For access to Crystal Reports or to Create/Update Datatel access, please complete the Centralized Security Acq
Form (CSAF).

Forms are located onlinétttp://www.yosemite.edu/researc(RRF) andhttp://www.yosemite.edu/it/forms.ht(PPC and CSAF )

Datatel Tip:

Tired of red and blue default colors? Personalize your display colors!
Open Colleague

Click Options on the toolbar

ChooseChange Colors

The Visual Attributes box will open

You can choose the font and background colors.

After you choose the colors you like, clicRK

oukrwdpE

Shortcuts Tip:
Ever wonder what the Window Logo key on your keyboard does? Here are a few favorites:

1. Windows Logo (WL) = Display or hide the Start Menu
2. WL + D = Display Desktop
3. WL + L = Locks Keyboard (shorter alternf§ o CN
4. WL + E = Open My Computer
5. WL + F = Search for a file or folder
6. WL + R = Open Run Dialog Box
E-mail Tip:

Does e-mail monopolize your day? Try either of these two tips for one week and see what a difference it makes.
1. Shut Off Auto Check (so you donoét get the disruptd.i
every 30 minutes or so.
2. Instead of reading your email as soon as it arrives, commit to reading your email in timed blocks, perhaps three
times a day(See alsoNew York Times: You There, at the Computer: Pay Attent)on

E-mail Distribution List Tip:
Ever mistakenly send an e -mail to
OYCCD everyone at YCCDO6 when you 1

it to o to o0Centr al Servicesod. S
9 AN\

Keep in mind there are FOUR main distribution lists;
MJC, CC, CS, and YCCD which combines all three.

You can c¢click the 0+6 to expand each e exactly who
is included in each list to double check.
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http://www.yosemite.edu/research/
http://www.yosemite.edu/it/forms.htm
http://www.nytimes.com/2005/02/10/technology/circuits/10info.html?ei=5088&en=047a99d499970d5e&ex=1265691600&partner=rssnyt&pagewanted=print&position=

Networking

by Scott Fernandes

Where is Networking?

They are busy working to improve your phone system.

This summer the Networking & Telecommunications Department continues to work on our Network
Infrastructure Project. This includes replacing all the routers, switches, and firewalls currently in service.
This will give us ten times the speed of our current network and increased security and reliability, allowin
us to be ready to provide nexgieneration services.

=

On the topic of nextgeneration services, we are also replacing our legacy phone system with a Cisco Vojce

over-IP system. In addition to replacing the backend equipment, we will also be replacing each phone wi”lcw a
new Cisco IP phone. Your desk phone will soon look like the ones seen on television series '24' and prejty
much every other TV show and movie.

Besides a shiny new phone, this will also provide many new features such as the ability to listen to your
voice mail through your-enail and have your-mail read to you through your voice mail. We are also
adding 70 new, nexgeneration 802.11n wireless access points to increase the coverage and speed of ou
wireless infrastructure.

When your new phone arrives it will look likethis .. ..............

Dondt be al ar med! Training wil!/| be provided sp
learn all of the wonderful new features of your new desktop phone.




